Fraud, Money Laundering, Bribery & Corruption Control Policy And Procedure
PURPOSE
The Australian Centre for the Prevention of Cervical Cancer Ltd (ACPCC), provides this Policy and Procedure to ensure the ACPCC consistently safeguards itself against fraud, money laundering, bribery and corruption. 
The purpose of this policy is to: 
Ensure that Fraud, Money Laundering, Bribery and Corruption (FMLB&C) have the potential to damage the reputation of the ACPCC and stakeholders that it represents and has relationships with.  Accordingly, the ACPCC has adopted a zero tolerance to FMLB&C and is committed to minimizing the incidence of FMLB&C through the development, implementation and regular review of prevention, detection and control strategies.   Each strategy contributes to an environment where risk is managed, through sound internal controls and ethical practices.  This control policy reflects the commitment of the ACPCC to effective risk management. 

· Ensure that all parties are aware of their responsibilities for identifying exposures to fraudulent activities and for establishing controls and procedures for preventing such fraudulent activity and/or detecting such fraudulent activity when it occurs and responding to allegations of FMLB&C. 

Provide guidance to Representatives as to action which should be taken where they suspect any  FMLB&C activity

· Provide a clear statement to Representatives forbidding any illegal activity, including FMLB&C for the benefit of the organisation

Provide assurance that any and all suspected  FMLB&C activity will be fully investigated
SCOPE
This policy and procedure applies to all relevant parties, being directors/governing body members, management, employed staff, volunteers, contractors, and partners, hereafter referred to as “Representatives”. 
The ACPCC is committed to preventing FMLB&C, theft, arson and irregularity in connection with the receipt of money, stores and property. It will achieve this through:
· Implementation of risk management and FMLB&C control strategies, including communicating strategies to employees and contractors
· Prevention controls, including internal controls designed to prevent or minimise opportunities for theft, arson, irregularity and FMLB&C
· Detection controls, including initiatives to detect theft, arson, irregularity and FMLB&C as soon as possible before these occur and
· Response strategies, including investigations and other initiatives to deal quickly with detected or suspected theft, arson, irregularity and FMLB&C
· Training.
DEFINITIONS  
	ACPCC
	Australian Centre for the Prevention of Cervical Cancer Ltd (ACPCC) – a company limited by guarantee under the Corporations Act 2001 (Cth), responsible for the management and administration of services and registry solutions under the pillars of VCS Pathology, Digital Health and Population Health.

	ABN 
	The Australian Business Number (ABN) is a unique identifier issued by the Australian Business Register (ABR) which is operated by the Australian Taxation Office (ATO)

	Appropriate supporting documentation 
	Tax invoices, receipts where purchases are less than $82.50 or where suppliers are not registered for GST and approved expenditure forms

	A&FC
	Audit and Finance Sub-Committee, which is a committee of the Board

	Board 
	Board of Directors 

	Bribery 
	The offering, promising, giving, requesting or accepting; of a payment, inducement, reward or anything of value; for an act or omission which is illegal, unethical or a violation of our internal policies, which
is given with the intention of obtaining or retaining business, or an advantage in the course of business, or with the intention that the recipient act improperly in some way 

	Corruption
	Is the misuse of office or power for private gain.

	ED
	Executive Director  

	Chart of accounts 
	Index of all the financial accounts in the general ledger of the ACPCC in Microsoft Dynamics BC

	DCS
	Director Corporate Services 

	Delegations Policy
	The ACPCC’s Delegation Policy that identifies the appropriate officers for the authorisation of business transactions

	Executive Team 
	Executive Team

	Fraud 
	Fraud is dishonestly obtaining a benefit resulting in financial or personal gain or 
causing a loss by wrongful or criminal deception or other means. 

	Manager 
	Line Manager of area where fraud took place

	Microsoft Dynamics BC
	Accounting software used by the ACPCC

	Money Laundering
	Is defined as the process of concealing the origin, ownership and designation of illegally or dishonestly obtained money and hiding it within legitimate economic activities to make them appear legal.


	Reconciliation
	The processing of card transactions in Microsoft Dynamics BC, so that the 
costing, GST and expenses are coded in accordance to the Chart of Accounts


AUTHORITY & RESPONSIBILITY
This policy and procedure is issued under the authority of the Director Corporate Services (DCS).  The Finance Team and any other person nominated by the DCS is responsible for: 

· [bookmark: x]The content and review of this policy.
· Provision of assistance to Directors, Managers and Supervisors with the investigation of a FMLB&C event; and
· Taking minutes of meetings held under this procedure. 

This policy and procedure sets out the requirements to be followed by ACPCC employees and contractors (e.g. agency staff) in relation to monitoring and reporting of FMLB&C, thefts and losses. This document should be considered in conjunction with fixed asset policy where it becomes crucial for the ACPCC to maintain an accurate, complete and up-to-date asset register for determining asset value should such events occur for insurance purposes
· The ACPCC will not tolerate FMLB&C in any aspect of its operations
· The ACPCC will investigate any suspected acts of FMLB&C, misappropriation or other similar irregularity
· An objective and impartial investigation, as deemed necessary, will be conducted regardless of the position, title, length of service or relationship with the organisation of any party who might be the subject of such investigation
· Any FMLB&C shall constitute grounds for dismissal. Any serious case of FMLB&C, whether suspected or proven, shall be reported to the police. Any person reporting a FMLB&C, or a suspected FMLB&C, shall suffer no penalty in their employment.

POLICY
The key principles for implementing this policy are as follows:
1. Approach to preventing FMLB&C, theft, arson and irregularity

The ACPCC is committed to preventing FMLB&C, theft, arson and irregularity in connection with the receipt of money, stores and property
It will achieve this through:
· The ACPCC has a zero tolerance to FMLB&C.  The ACPCC will ensure that all personnel are aware of fraud reporting procedures and actively encouraged to report suspected FMLB&C through the appropriate channels. 
· Implementation of risk management and FMLB&C control strategies, including communicating strategies to employees and contractors
· Prevention controls, including internal controls designed to prevent or minimise opportunities for theft, arson, irregularity and FMLB&C
· Detection controls, including initiatives to detect theft, arson, irregularity and FMLB&Cas soon as possible before these occur and
· Response strategies, including investigations and other initiatives to deal quickly with detected or suspected theft, arson, irregularity and FMLB&C
· In addition to this policy and procedure and where appropriate, and/or agreed, the ACPCC shall comply with external funding agencies policies as it applies to or involves the ACPCC. 

The Board is responsible for overseeing the ACPCC’s operation and implementation of its risk management framework.
Employees and contractors are trained in fraud prevention, detection and reporting of fraud or corruption, as part of their induction programs.
All suspected instances of serious fraud or corrupt conduct must be reported immediately to senior management and the Board.

2.  Code of conduct and discipline procedures
The ACPCC’s Employees Code of Conduct:
· Refers to serious misconduct
· Supports a culture of honesty and integrity where fraud, corruption and dishonest acts will be detected, investigated and if required, disciplined and
· The ACPCC’s Corp-HR-PP-47 Disciplinary Policy and Procedure outlines the process for a summary dismissal

3. Insurance
The ACPCC must ensure the liability insurance policy is current and will cover the risk of loss incurred from theft, arson, irregularity and FMLB&C.
Losses are to be reported in line with insurance processes and procedures (where applicable)

4. Terrorism Financing 
Charities are vulnerable to the risk of having their funds misused for the purpose of terrorism financing. This risk may be elevated when charities look to send money overseas, even if the charity is working in line with its charitable purposes.
Accordingly, the ACPCC conducts due diligence, and has proper processes in place, to ensure its charitable funds are protected from misuse and are being used towards our charitable purpose.
The ACPCC is less likely to be misused for terrorism financing given it has:
· strong governance arrangements (including financial controls, risk management policies and procedures and appropriate due diligence)
· keeps appropriate records and reports annually to the ACNC, and
· regularly and continuously reviews and strengthens its internal controls (refer to Appendix 1 – it includes policies, procedures, delegations of decision-making powers, record management systems, financial management systems and tools).
· The ACPCC recognises it has ongoing obligations to the ACNC, including the requirement to meet its Governance Standards and if operating overseas, its External Conduct Standards. 

Our organization conducts checks of individuals and organizations receiving funds against the Criminal Code list of terrorist organizations and the DFAT consolidated list of individuals and entities subject to targeted financial sanctions. This checking applies not just to our partners but to all individuals and organizations such as our suppliers to which we provide funding or payments. 

The listings where we check for this are detailed below:
https://www.nationalsecurity.gov.au/what-australia-is-doing/terrorist-organisations
https://www.dfat.gov.au/international-relations/security/sanctions/consolidated-list


5. Internal reporting of arson, FMLB&C, irregularity, and theft
A Thefts and Losses Register must be maintained to record all cases of suspected or actual theft, arson, irregularity or FMLB&C.

All suspected cases of actual theft, arson, irregularity or FMLB&C must be reported to the ED and in the case of management or the ED perpetuating the FMLB&C, staff must report it to the Board.  Staff can utilise the Exec-Gov-PP21 Whistleblower Policy and Procedure.  Legal advice should be sought where allegations of FMLB&C have been made. 

The ACPCC’s Responsible Body and A&F must be informed of all actual or suspected arson, FMLB&C, irregularity and theft as soon as practical or immediately for all material and significant losses.

6. External reporting contact details 
Additional reporting channels are available for our partners, members of the public and others outside our organisation to provide those outside our organisation with a means to report concerns that need to be raised. These can be raised as follows below and addressed to:

Executive Director 
Australian Centre for the Prevention of Cervical Cancer Ltd 
Email: 	directorate@acpcc.org.au
Ph. 		03 9250 0300


7. Reporting to the Victorian Police
Incidents must be reported to the Victoria Police where:
· FMLB&C and arson are involved, regardless of the amount
· There is a theft or loss of cash more than $1000 and
· There is theft or loss of stores/property with a value more than $1,000
Whilst not mandatory, thefts and losses for lesser values may still be reported to the Police if this will aid in the recovery of the property, and send a message that theft will not be tolerated

8. Reporting to the Bank
Incidents involving bank fraud (e.g. credit card) must be reported to the Bank by contacting the Bank Relationship Manager and calling the Westpac Fraud Hotline on 1300 364 294 and selecting Option 2.
Ensure that the funds are refunded by the bank and if a refund is not processed by the bank within 1 week of the fraud being reported, the Director of Corporate Services must follow up the bank to request urgent action to be taken to refund and make good on the loss.



APPLICATION

The following detail below lists the activities for implementing this procedure:
1. Internal reporting of arson, FMLB&C, irregularity, and theft
· Employees and contractors, as soon as possible after becoming aware of actual or suspected arson, loss, theft, irregularity or FMLB&C:
· Verbally advise management and
· Complete the employee section of the Theft and Losses Incident Report Form (Appendix 2) to be provided to the relevant line manager AND Director of Corporate Services (DCS) immediately for review
· DCS to complete the rest of the Theft and Losses Incident Report Form prior to contacting the police (if required per section 1.5 of this Policy)
1.1. Actions to be taken
· Once a suspected FMLB&C is reported, immediate action will be taken to prevent the theft, alteration, or destruction of relevant records needs to occur. Such actions include, but are not necessarily limited to, removing the records and placing them in a secure location, limiting access to the location where the records currently exist, and preventing the individual suspected of committing the FMLB&C from having access to the records
· If a fraud involved fraudulent use of a ACPCC credit card, the bank must be notified immediately, the fraud reported and the credit card cancelled immediately
· Where a prima facie case of FMLB&C has been established the matter shall be referred to police. Any action taken by police shall be pursued independent of any employment-related investigation by the organisation
· If a suspicion of FMLB&C is substantiated by the investigation, disciplinary action, up to and including dismissal, shall be taken by the appropriate level of management
· The organisation will also pursue every reasonable effort, including court ordered restitution, to obtain recovery of the losses from the offender. If the offender is an external customer due care, sensitivity and consultation with the ED and DCS consulted prior to any action being taken
· Vendors and contractors shall be asked to agree in writing to abide by these policies and procedures
· No employee of the organisation, or person acting on behalf of the organisation in attempting to comply with this policy shall:
· Be dismissed or threatened to be dismissed
· be disciplined or suspended or threatened to be disciplined or suspended
· Be penalised or any other retribution imposed or
· Be intimidated or coerced
· If an allegation is made in good faith, but it is not confirmed by the investigation, no action will be taken against the originator
1.2. Fixed Assets
· Where the theft or loss involves a fixed asset or portable and attractive item:
· Complete an Asset Disposal Form
· Obtain the approval indicated on this form and
· Submit to the Finance Team for processing
· Complete a report and submit to the Insurance team with an accompanying police report, if the value of the theft or loss is over $1,000 (Refer to: ACPCC Insurance Claim and Notification processes for more information, if applicable)
1.3. The Manager Responsibilities
· Checks investigating Theft and Losses Incident Report Form was appropriately completed
· Completes the manager’s section of the Theft and Losses Incident Report Form by:
· Taking reasonable steps to recover or locate the missing item(s)
· Reviewing internal controls (refer Appendix 1) for potential weaknesses
· Identifying how internal controls/process have been improved or will be improved as a result of this incident, including allocating a responsible person and confirming a due date
· Conducting an investigation into the theft or loss (Note: This may include a physical search and/or circulating a group email regarding the missing property)
· Reporting the theft/loss to the Victoria Police as required or appropriate and
· Commencing disciplinary proceedings and/or recovery of the lost asset value where appropriate (Note: This is particularly the case where fraud is involved or where there are repeated losses by the same employee)
· Endorses the manager’s section of the Theft and Losses Incident Report Form then provide the report to the DCS for approval
1.4. The DCS
· Checks that all sections of the Theft and Losses Incident Report Form have been appropriately completed
· Approves this Form and provides it to the Finance Manager for actioning; (Note: By approving the Theft and Losses Incident Report Form, the DCS is acknowledging that the actions taken or proposed in relation to the incident are appropriate)
· Ensures that an Asset Disposal Form has been completed, where the theft or loss involves a fixed asset or portable and attractive item
· Ensures a Claim and Incident Report was submitted to Insurance company, if the value of theft or loss is over $1,000 < modify to suit business needs> (per item), and
· Completes the month end certification which requires confirmation that all Theft and Losses Incident Report Forms have been submitted to the Financial Team
2. Monitoring of fraud, theft and irregularity
2.1. The Finance Manager
· FMLB&C and theft are monitored through existing assurance programmes such as internal review, internal and external audit and other review mechanisms, which include:
· Regular data mining reviews using an automated system program to identify anomalous transactions that appear to be suspicious and worth investigating, and
· Regular monitoring and review of all internal control processes, to identify weaknesses in processes and controls and links to potential FMLB&Cand theft risks across functions
2.2. The Senior Accountant:
· [bookmark: _Hlk25844651]Ensures the Thefts and Losses Register is updated and maintained, for:
· Ongoing monitoring of incidents by management and
· Retain records of cases for thefts, FMLB&C or irregularities investigated
2.3. Investigation of arson, FMLB&C, irregularity, and theft
· The DCS or delegated person must immediately report incidents involving arsons to the Victoria Police
· The DCS and senior management will assess whether a report of suspected FMLB&C, theft and irregularity warrants an investigation
· If an investigation is warranted, the DCS will undertake a forensic investigation to determine and document what took place and who was involved before any reporting to the police takes place
· Once the investigation has been undertaken, the DCS will file a police report which may warrant the completion of a Fraud Assessment Form.  All documentation must be documented, filed and collated as copies must be lodged with the Fraud Assessment Form to the Police. The Fraud Assessment Form must be lodged within 30 days of the police being notified of the fraud taking place
2.4. Identification of early warning signs 
All personnel should be aware of their responsibility and are required to remain vigilant to identify and report any suspected Fraudulent, Bribery and Corrupt activity.
Possible indicators of FMLB&C include:

· Overdue or delayed acquittals, reports, updates and responses.
· Lack of clarity, not able to easily understand the processes and approvals of. an organisation. Lack of understanding, an organisation does not have policies, procedures or is unwilling to share them.
· Complaints regarding poor quality, work or service. Continued acceptance of poor quality goods or service.
· Unexplained or excessive delays in producing documents that should be readily available.
· Discrepancies in the documentation, for example, between the amounts claimed for payment and the amounts in the supporting documents, or between documents submitted by the contractor and independent persons.
· The submission of copies when originals are required.
· Indications of changes to documents, such as backdating, erasures, white outs, or signatures that appear forged.
· Incomplete documentation.
· Unusual or inappropriate documents, e.g., unnumbered and handwritten invoices.
·  Delays in billing clients for work rendered
2.5 Review and modify of procedures and controls
· The DCS, in consultation with the Finance Manager, will:
· Review internal controls relating to cases of theft, FMLB&C and irregularity
· Determine action to be taken to address any inadequacies found, including changes to internal controls or processes, e.g. this may include establishing better security over items and
· Follow-up with manager responsible for the area where the theft, FMLB&C and irregularity occurred to ensure that recommendations have been implemented within appropriate timelines
2.6. Confidentiality
· Employees and contractors reporting theft, FMLB&C and irregularity can seek protection under the Protected Disclosure Act 2012, if the disclosure is serious enough that, if proven, would constitute a criminal offence or reasonable grounds for dismissal.  Further guidance in relation to confidentiality and reporting is available in the Whistleblower Policy maintained by Human Resources (HR). 
· Employees and contractors are not to discuss or report any suspected or proven instances of theft, FMLB&Cor irregularity to the media

3. Responsibilities of non-financial and financial delegates

	A&F Sub-Commnittee
	· Ensuring the relevant and appropriate corporate governance, risk management and internal control, codes of conduct and legal compliance, in preventing theft, arson, irregularity and FMLB&C

	DCS
	· Developing, communicating, monitoring and reviewing of internal controls and procedures and any associated guidelines
· Reporting to ACPCC’s sub-committees and senior management of all actual or suspected arson, FMLB&C, irregularity and theft
· Determining cause of actions to be taken to address all actual and suspected incidents of thefts and losses
· Ensuring recommendations and changes to processes are implemented within appropriate timeframe

	All Managers and Executive 
	· Foster an environment which promotes the highest standards of ethical behaviour

	Human Resources Department
	· Educate, investigate and manage issues relating to behavioural and ethical standards

	Finance Department 
	· Conduct internal audits of risk, governance and control processes within the ACPCC. 
· Maintain communication with the DCS to notify of suspected FMLB&C activities within the ACPCC.
· Review and maintain the ACPCCʼs FMLB&C control policies and instructions and ensure they are communicated to all staff.
· Communicate to all staff their responsibilities in preventing, detecting and reporting FMLB&C.
· Provide FMLB&C Awareness Training to Staff.
· Support programme areas on compliance issues, Fraud, risk, due diligence, and matters of internal serious misconduct.
· Conduct bi-annual risk reviews and develop cost- effective strategies to reduce risk to an acceptable level.
· Implement monitoring, review and reporting processes to report the incidence of FMLB&C within the ACPCC and advise management actions to address weaknesses in FMLB&C risk controls.
· Manage the conduct of investigations into suspected Fraudulent, Bribery or Corrupt activity, and where necessary, engage services of the Australian Federal Police or other agencies.
· Independently review processes, systems and controls where FMLB&C is detected, to ensure lessons learned are recorded and communicated to relevant stakeholders and governance committees.
· Actively and appropriately pursue the recovery of money or property lost through Fraudulent, Bribery and Corrupt activities.
· Engage in operational compliance activities to address serious non-compliance with funding agreements by service providers.
· Proactive collection and analysis of intelligence, and dissemination to stakeholders where appropriate

	Finance Manager 
	· Reviewing internal controls relating to cases of thefts and losses
· Recommending changes to processes to address any inadequacies found
· Ensuring recommendations have been implemented within appropriate timelines

	Senior Accountant 
	· The Thefts and Losses Register is updated and maintained, for:
· ongoing monitoring of incidents by management and
· retain records of cases for thefts, FMLB&C or irregularities investigated
· Retaining records of cases of thefts and losses investigated for seven (7) years


	Employees and contractors

	· The employees’ and contractors’ responsibilities include:
· Familiarise themselves with this policy and procedure to enable them to make risk-based decisions about FMLB&C control compliance in their day-to-day operations. 
· Reporting all actual or suspected arson, FMLB&C, irregularity and theft to their line managers and inform the DCS
· Complying with all aspects of the Employee Code of Conduct and behaving ethically in the performance of their duties at all times.



End of document 
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Appendix 1 – ACPCC Internal Controls

INTERNAL CONTROLS
1. OBJECTIVES
Internal controls enable reliable financial reporting for decision making and ensure compliance with applicable laws and regulations.  At the ACPCC, they have also been designed to minimize the opportunity for fraud through appropriate documentation and procedures
2. COMPONENTS OF INTERNAL CONTROLS
Management is ultimately responsible for internal controls, however everyone in the organisation has a role in effecting control.  All employees are encouraged to communicate problems in operations and any deviations from standard policies and procedures
The ACPCC’s system of internal control has five major components, as follows:
1. Control Environment
The ACPCC’s mission, vision and values reflect the ethical tone established by management.  Compliance to these values is reflected in the ACPCC’s policies and procedures which are made available to all staff.  The ACPCC expects its employees to comply with its policies and procedures and expects that its employees will have the technical competence for the positions they hold
(b) Risk Assessment
The ACPCC is subject to a number of risk factors.  External factors include economic changes, changing needs and expectations of customers, regulations and technological developments.  Internal factors include new employees, new computer systems and processes. In the not-for-profit health sector there are 7 most common internal fraud types: Financial Statements fraud, Cash theft, Kick-backs and bribery, Payroll fraud, Credit card fraud, and Theft of inventory
(c) Control Activities
Control activities provide a reasonable level of assurance that the ACPCC’s goals and objectives will be achieved and include:
· Authorisation to initiate or approve transactions is limited to specific personnel
· Separation of duties of staff to ensure that one employee does not have responsibility for all phases of a transaction
· Monthly reconciliation of assets to accounting records each month
· Proper documentation of transactions with records being maintained in an organised manner
(d) Information and Communication System
An effective information and communication system ensures that employees know what they are supposed to accomplish and how they are to do it. At the ACPCC, this system includes:
· Written policies and procedures
· Organisation charts
· Position descriptions
· Performance evaluations
· Training programs – compulsory fraud and corruption awareness program for all staff


(e) Monitoring
Monitoring ensures that the internal control system is working as expected.  The ACPCC supervisory and accounts payable staff are responsible for a number of monitoring activities including:
· Check of transactions to ensure compliance with delegations, policies and procedures
· Reviews of financial reports and comparisons of budgeted and actual income and expenses
· Reconciliations of accounting records on an ongoing basis
· Review of supporting documentation
· Documentation of software licences
· Follow up of complaints and allegations
3. CONTROLS
All ACPCC managers are responsible for:
· Identifying and evaluating exposures to loss in their areas of operations
· Specifying and establishing polices, plans, operating standards and systems to be used to minimize or limits the risks associated with the exposures identified
· Fostering continuous improvement to these processes
Internal controls for the ACPCC include:
Management Internal Controls
· Management has a clear mission statement, vision and values
· Plans are developed and performance is periodically assessed. Unsatisfactory performance is managed via the HR Guidelines, “Corp-HR-PP-47 Disciplinary Policy and Procedure” and the Code of Conduct that makes reference to serious misconduct
· Employees understand the organisational structure and lines of authority
· There are clear delegations of authority in place
· Employee job descriptions and operating procedures are in place
Finance Internal Controls
· Finance employees are familiar with finance team procedures
· Finance staff have received adequate training in the use of the finance system
· Reconciliations of ledger accounts are completed monthly and the staff performing those reconciliations are different from the staff initiating and finalising those transactions
· The Finance Manager and DCS regularly reviews the reconciliations and the monthly financial reports
· Funds received in advance of service provision are banked and set aside in balance sheet accounts to ensure that income and expenses are reported in the correct period
· Finance reports compare actual results against budget on a monthly basis.  These reports are reviewed each month by the DCS and ED.  The Executive and Managers are encouraged to take corrective action whenever there are deviations from budget targets
· All payment requests are accompanied by supporting documentation and are approved by designated managers and executive
· All cheques and electronic funds transfers are reviewed and signed by two designated signatories
· Accounts receivable are aged at the end of each month.  Accounts that are outstanding over 60 days receive appropriate follow up
· The asset register is reviewed at the end of each quarter
· All non-financial assets are insured
· Funds on deposit are with a recognised Australian bank - Westpac
· A system is in place that ensures that terminated employees must return ACPCC assets such as allocated vehicles, computers, mobile phones, security cards and keys
· Sites have security entry
· Processed pays are reviewed and authorised by the DCS and Finance Manager prior to payment 
· Payroll debts are recorded and arrangements put in place for appropriate settlement
· Contracts and leases are approved by all appropriate parties prior to the effective date of the contract
· The approval of supplier invoices is in accordance with the Delegations Policy
· Supplier tax invoices are reviewed for completeness and accuracy and are processed in a timely manner
Information Technology Internal Controls
· IT system security and application access logs are enabled and are reviewed on an ongoing basis 
· Backups of operating systems, data and key programs are made on a daily basis and stored offsite
· User names and passwords are in place for network access and production systems
· Procedures are in place for removing network access when an employee leaves the ACPCC
· Anti-virus and anti-spamware software is installed on ACPCC systems and is updated on an ongoing basis
Human Resource Internal Controls
· The ACPCC hiring practices are based on the principle of equal employment opportunity and non-discrimination on the grounds of any attribute listed in relevant legislation
· Recruitment of new staff is on the basis of a full assessment of their ability to achieve the performance standards needed to attain the organisation’s goals
· The work experience of new employees is checked with their previous employers
· All employees are subject to a police check
· All new employees attend an induction program
· Employees are provided personal and professional development opportunities
· Employees are provided with a work environment free of harassment and workplace bullying
· Employment contracts are prepared centrally by the HR department
· Personnel records are maintained in accordance with retention schedules and access to confidential records is strictly limited
· Staff discipline issues are managed with a view to minimising exposure to unfair/unlawful dismissal claims
· The ACPCC maintains professional subscriptions and memberships with employer bodies to ensure the organisation is up to date and compliant with employment legislation 
Occupational Health & Safety Internal Controls
· The ACPCC abides by the Occupational Health and Safety Act 2004 (VIC) to prevent harm to employees, contractors, sub-contractors, trainees, volunteers, customers and visitors
· Employees are trained in safe work practices and provided with regular supervision and training
· Employees are provided training to identify all possible hazards in the work place
· Where hazards are identified, a system is in place to eliminate, isolate or minimise employees’ exposure to hazards
· The ACPCC keeps a register of accidents, cases of serious harm and near misses that occur at work 
· OHS Representatives are in the process of being appointed
· An aspect of the HR’s role is to focus on “Return to Work Coordination” to minimise the financial and human costs associated with workplace injury/illness through effective claims coordination practices


Appendix 2 – Theft and Losses Incident Report Form

This requires the completion of an ACPCC Incident Form. 
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Appendix 3 – Thefts and Losses Register
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REFERENCES
External 

· Charities Act (Cth) 2013
· The Corporations Act (Cwlth) 2001
· Australian Taxation Office legislation
· Australian Charities and Not‑for‑profits Commission Act 2012 (Cth)
· Australian Charities and Not-for-Profits Commission regulations
· Australian Accounting Standards and Australian equivalents to International Reporting Standards (AIFRS) as applicable to not-for-profit organisations

Internal 

· Corp-Fin-PP-6 Recording of Fixed Assets Procedure
· Annual/Monthly Program Budget Template
· Balance Sheet / Fixed Asset Register
· Corp-Fin-2 Credit Card Policy 
· Exec-Gov-PP8 Delegations Manual
· Corp-Fin-PP-1 Purchasing Policy 
· Corp-Fin-PP-5 Purchasing Procedure 
· Internal Audit Program
· Auditors Contract
· Related policies, procedures and operational guidelines
· Exec-Gov-PP21 Whistleblower Policy and Procedure 
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